UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM

XA PAI PONG Péc lap - Tu do - Hanh phiic
S6:  322/BC-UBND Pai Pong, ngay 23 thang 6 nam 2026
BAO CAO

Két qua cong tac bao dam an toan, an ninh mang 6 thang dau nim 2026
Trén dia ban xa Dai Dong

Cin ctr Cong vin s6 6054/VPBCD ngay 16/6/2026 ctia Van phong Ban Chi
dao An ninh mang qudc gia vé viéc dé nghi Tiéu ban An ninh mang bao co két
qua hoat dong 6 thang dau nim 2026; Quyét dinh sé 01- QD/TBANM ngay
21/4/2026 cta Tiéu ban An ninh mang tinh vé ban hanh Quy ché hoat dong cua
Tiéu ban An ninh mang tinh Hung Yén;

Thue hién Cong vian S6 4853/CAT-PAO5 vé viée bao cao két qua cong tac
bao dam an ninh mang 6 thang dau nim 2026, UBND x3 Pai Pong bao cio két
qua cong tic bao dam an toan, an ninh mang 6 thang dau nam 2026 trén dia ban
xd Pai Pong nhu sau:

I. TINH HINH AN NINH MANG

1. Tinh hinh an ninh mang d6i véi hé thong thong tin trong pham vi
quan ly; danh gia hoat dong sir dung khong gian mang xam pham an ninh
qudc gia, trat tw an toan xa hoi

1.1. Tinh hinh an ninh mang déi véi hé théng thong tin trong pham vi
qudn ly

- Trong 6 thang ddu nam 2026, tinh hinh an ninh mang dbi véi hé théng
thong tin trong pham vi xa quan ly dugc dam bdo, hoat dong kha 6n dinh,
UBND x4 Dai Pong chua phat sinh, ghi nhan viéc mat an ninh mang ddi véi hé
thong thong tin. Hién nay, hé thng thong tin phuc vu chinh quyén dién tir cua
x3, bao gdm: Cong thong tin dién tir x4, Hom thu cong vy, hé thong phan mém
Quan 1y va diéu hanh vin ban (iOffice), hé thong giai quyét thi tuc hanh chinh
ndi bd, theo cac bg, nganh va dung chung voi tinh, Céng dich vu cong, h¢ théng
thong tin chi dao, diéu hanh cua tinh, cac phan mém chuyén nganh (gido duc, y
té, dat dai,...) dung chung, hoat dong 6n dinh, chua ghi nhan sy cd nghiém trong
gay té liét hé thong, 10 lot dir liéu, thong tin hodc anh hudng 16n dén hoat dong
ctia UBND x4. Tuy nhién, thyuc té, khong thé tranh khoi con tinh trang c6 nguy
co tiém an rui ro nhu: thu rac, duong link lira dao, tai khoan mang xa hoi gia
mao, thong tin chua kiém chimg, nguy co mét an toan tir thiét bi ca nhan (khi két
nbi voi mdy tinh), sir dung mat khau yéu (dé bj bé khoéa),...
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- Vé trang thiét bi CNTT x3: Co s& vat chat trang thiét bi ciia xa co ban
dam bao dé can b, cong chirc, vién chirc, nguoi lao dong hop dong xtr 1y cong
viéc trén moi truong dién tr. Xa da két ndi hé théng firewall (tuong lura) tai
Trung tam phuc vy Hanh chinh cong, nham béo vé dit liéu, théng tin va cac hoat
dong thong tin quan trong khac cua xa. Hé théng mang LAN ndi by ctua xa da
duogc Cong an tinh phé duyét theo Quyét dinh sé 4324/QD-CAT-PA05. UBNN
xd da dang ky thém 01 kénh TSLCD, trong két ndi cac hé thong thong tin chinh
quyén dién tir va lién thong, chia sé dir liéu. UBND x3 di ban hanh vin ban
huéng dan cai dat hé théng van ban Trios theo hudng dan cua cip trén, tuy
nhién chua khai thac dugc hiéu qua nhiéu trong cong viéc, tiép tuc cho cip trén
huéng dan cu thé.

1.2. Danh gia hoat dong sw dung khong gian mang xam pham an ninh
qudc gia, trit tw an toan xi hi

Trén dia ban xi trong 06 thang dau nam, tinh hinh st dung khong gian
mang kha 6n dinh, chu yéu dang, viét bai, chia sé thong tin xa hoi theo chiéu
hudng tich cuc. Tuy nhién, Cong an xa da phat hién, ghi nhan va theo doi 01
truong hop di sir dung tai khoan c4 nhan trén facebook dé binh luan trén trang
phan dong. Cong an xi da chéan chinh, xu 1y.

2. Tinh hinh hoat ddng tin cong mang, gian diép mang, 16, mat bi mat
nha nuéc, thu thip, mua ban trai phép thong tin, dir li¢u; hoat dong chong
pha Ping va Nha nuée trén khong gian mang. Két qua phoi hop lwc lwong
chuyén trach

- UBND xa chua ghi nhan, phat hién phat sinh vu viéc tAn cong mang co
chu dich vao hé thong thong tin cia UBND xd; chwa phat hién viéc 10, mat tai
liéu bi mat nha nudc qua hé thdng do xi quan 1y. Bén canh d6, Cong an xi da
phat hi¢n, ghi nhan c6 xuét hién ndi dung x4u doc, sai su that trén khong gian
mang li€én quan dén tinh hinh chinh tri, kinh t&, x3 hoi noi chung, thu doan Itra
dao truc tuyén, gia danh co quan nha nudc, yéu cau cung cip thong tin ca nhan,
ma OTP, tai khoan ngan hang.

- UBND x4 da chi dao Cong an xa chu tri, phdi hop véi cac phong, nganh,
don vi chuyén moén thudc xa chu dong, tich cuc theo doi, tuyén truyén, nhic nhé
can bo, cong chirc va nguoi dan khong chia sé thong tin chua kiém ching thong
qua nhiéu hinh thtrc 1én cic nén tang mang, d& gdy hau qua kho luong. Pong
thoi, can bg, dang vién, cong chirc, vién chue, nguoi lao dong va Nhan dan toan
x4 tich cuc tuyén truyén quan diém, chu truong, duong 161, chinh sach phap luét
ctia Pang va Nha nudc lién quan dén cong tac an ninh, an toan thong tin mang,
qua d6 tu giac, trach nhiém trong ding tai, chia sé thong tin chinh théng trén céc
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nén tang mang hop phap (Cong thong tin dién tir x4, trang fanpage "Pai Pdong
phat trién",...)

3. Tinh hinh hoat dong bdo dim an toan, an ninh mang trong phat
trién Kkinh té, xi hoi, chinh quyén dién tir, chuyén doi s6

Thoi gian qua, cong tac chuyén ddi sb, str dung dich vu cong truc tuyén,
thanh toan khong dung tién mit, chit ky s6, quan 1y vin ban dién tor dugc quan
tam trién khai. Cong tac bao dam an toan thong tin dugc gan véi nhiém vu cai
cach hanh chinh, xdy dung chinh quyén sb, phuc vu ngudi dan, doanh nghiép.
Can bo, cong chuc duoc nhic nho st dung phén mém, tai khoan, thiét bi cong
vu ding quy dinh, khong cai dit phan mém khong rd ngudn gbe. Pong thoi day
manh thong tin tuyén truyén t6i nguoi dan dé nang cao canh gic véi cac thi
doan ltra dao truc tuyén, bao v¢ ditr liéu ca nhan, khong cung cép OTP, khong
chuyén tién theo yéu cau cta dbi tuong la.

4. Tinh hinh an toan, an ninh mang lién quan t6i quéc phong, quan sy

Cong tac bao dam an toan, an ninh mang trong linh vuc qudc phong, quan
su dia phuong duoc 10ng ghép trong cong tac bao vé bi mat nha nudc, quan 1y
van ban, thong tin phuc vu nhiém vu qudc phong, quan sy dia phuong. Trong 06
thang dau nim 2026 chua ghi nhan vu viée 10 lot thong tin, tai li¢u lién quan dén
quéc phong, quén su dia phuong qua khong gian mang. UBND x4 tiép tuc quan
triét can bg, cong chuc, luc luong dan quan, cong an xa khong dang tai, chia sé
thong tin, hinh anh, tai liéu lién quan dén nhiém vu qué)c phong, an ninh khi
chua duogc phép.

II. KET QUA CONG TAC LANH PAO, CHI PAO BAO PAM AN NINH
MANG

1. Cong tac quan triét, trién khai cac viin ban quy pham phap luit, vin
ban chi dao, hwéng din ciaa cip trén

UBND xa da quan triét Luat An ninh mang, Luat Bdo v& bi mat nha nudc,
cac van ban chi dao ctia Trung wong, tinh, UBND tinh, Cong an tinh vé an toan,
an ninh mang. Long ghép trién khai trong cac cudc hop giao ban UBND xa, hop
can b, cong chire, sinh hoat chuyén dé, tuyén truyén co sé. Chi dao cac bg phan
chuyén mén chip hanh quy dinh vé quan 1y, st dung may tinh, mang internet,
thu dién tr cong vu, chir ky s6, tai khoan cong vu.

2. Két qua trién khai thwe hién theo cic nghi quyét, chi thi, ké hoach
néu trong dé cuong

- UBND xa bam sat chi dao cua Tinh uy, UBND tinh, Tiéu ban An ninh
mang tinh, Céng an tinh dé trién khai nhiém vu phu hop diéu kién thyuc té dia
phuong; gan bao dam an ninh mang vé&i chuyén d6i sd, cai cach hanh chinh, phat
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trién chinh quyén s, kinh té s6, xa hoi sb; ting cuong quan 1y, bao vé dir liéu ca
nhan, dit li¢u cong dan, hd so thi tuc hanh chinh, thong tin nodi1 ba.

- UBND x4 da chi dao Cong an xi chil tri tham muu nam tinh hinh an ninh
mang, d4u tranh phong ngua td61 pham st dung cong ngh¢ cao, ltra ddo truc
tuyén; chi dao cong chirc chuyén moén phdi hop thyc hién ra soat cac tai khoan,
thiét bi, phé‘m mém phuc vu hoat dong cong vu.

3. Cong tic tw kiém tra, danh gia an ninh mang, an toan hé thong
thong tin

- Nham thuong xuyén, kip thoi danh gia tinh hinh an ninh mang, an toan hé
thong thong tin, UBND xa to chirc ra soat hé thong may tinh, thiét bi két ndi
internet, tai khoan phﬁn mém dung chung, tai khoan thu dién tir cong vu, thiét bi
Iwu trit di liéu; thuong xuyén nhac nhé can bd, cong chirc d6i mat khau dinh ky,
khong chia sé tai khoan, khong lvu mat khau trén trinh duyét cong cong, sao luu
dir liéu quan trong.

- Kiém tra viéc st dung phﬁn mém diét ma doc, cap nhat hé diéu hanh, ung
dung vin phong, trinh duyét. Kip thoi khic phuc céc ton tai thong thuong nhu
may tinh cham, phﬁn mém chua cap nhat, tai khoan dung mat khau don gian, su
dung thiét bi USB ca nhan. Trong 06 thang qua, chua phat hién sy ¢ nghiém
trong vé an toan hé thong thong tin trén dia ban xa.

4. Cong tac dao tao, tip huin, bdi dudmg ngudn nhan lue

- UBND xa thuong xuyén cu can by, cong chirc tham gia cac hoi nghi, 16p
tap hudn, hudng dan vé chuyén d6i s, an toan thong tin, str dung dich vu cong,
phan mém quan 1y vin ban va diéu hanh theo triéu tip cta cap trén. Thyc hién
trao doi, huéng dan noi bd vé nhan dién email gia mao, duong link doc hai, tin
nhén lira ddo, bao vé tai khoan mang xa hoi va tai khoan cong vu.

- Thang 5/2026, UBND xa da cur can bd, cong chirc phuy trach tham gia Hoi
thao vé an ninh mang phi truyén thong; tham gia tap huan va dién tap thuc chién 03
ngay tai tinh do Cong an tinh triéu tap. Tuy nhién, thuc té xa chua c6 can bo chuyén
trach, dao tao dung chuyén nganh CNTT va an toan thong tin, an ninh mang.

5. Cong tac tuyén truyén, pho bién gido duc phap luit vé an ninh mang

- Bang nhiéu hinh thtc da dang, phong phu, hiéu qua thiets thuc, UBND xa
da day manh cong tic thong tin, tuyén truyén, giao duc phap luat vé an ninh
mang, nhu: Tuyén truyén qua hé thong truyén thanh co s, Cong thong tin cua
xa, Fanpage "Pai Pong phat trién", nhém cong dong, hoi nghi thon, sinh hoat
doan thé vé Luét An ninh mang, phong chéng to1 pham cong ngh¢ cao, bao vé
dir li€u ca nhan.
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- Cac ndi dung trong tdim dugc tuyén truyén nhu: khong ding tai, chia sé
thong tin sai su that; canh giac vdi gia danh cong an, toa an, ngan hang, buu
dién; khong cung cép méa OTP, mat khau, thong tin can cudc cong dan; kiém
chirng thong tin trudce khi chia sé.

- UBND x4 phdi hop chit ché véi UBMTTQVN x4 va cac to chirc thanh
vién, Cong an x3 tuyén truyén dén hoi vién, doan vién, thanh thiéu nién, nguoi
cao tudi, nhom dé bi tac dong bdi Itra ddo truc tuyén.

6. Cong tac bd tri kinh phi diu tw, ning cap hé thong bao dam an toan
thong tin theo cap dd da dwoc phé duyét

- Trong diéu kién ngan sach cap xa con han ché, UBND x4 uu tién kinh phi
duy tri dudng truyén internet, bao dudng thiét bi CNTT, thay thé thiét bi hu
hong, nang cip phan mém, trang bi thiét bi phuc vu giai quyét thu tuc hanh
chinh,... nham trang bi, nang céip mang LAN (mang noi bg) dat cép do 2 da duoc
Cong an tinh phé duyét.

- UBND x4 tiép tuc dé xuat cap c6 tham quyén quan tdm bé tri ngudn luc
nang cép ha téng CNTT, trang thiét bi bao mat, phén mém ban quyén, sao luu
di ligu.

7. Cac nhiém vu trong tam khac

- Tang cudng phdi hop Cong an x3 trong nam tinh hinh khong gian mang.

- Ra soat, quan 1y phat ngon, cung cap thong tin trén moi trudng mang.

- Tang cuong bao vé bi mat nha nudc, bao v¢ dir li¢u cad nhan, bado v¢ hé
thdng thong tin phuc vu chinh quyén sd.

- Chu dong phuong an xir Iy khi xay ra sy ¢ mat an toan thong tin: ¢ 1ap
thiét bi, bao toan dir liéu, bao cdo cip trén, phdi hop luc lugng chuyén trach
khic phuc.

III. NHAN XET, PANH GIA

1. Két qua dat dwoc.

- Cong tac 1anh dao, chi dao vé cong tac bao dam an ninh mang, an toan
thong tin luén nhan dugc su quan tdm, 1anh dao, chi dao sat sdo cia UBND tinh,
su hudng dan thuc hién cua Cong an tinh, su phéi hop thuc hién cua cac doanh
nghiép vién thong,...

- Viéc tuyén truyén, quan triét, pho bién duoc cu thé hoa, tuyén truyén
té1 dong dao can bd, cong chire, vién chuc, kip thoi cung cép thong tin cho
nguoi dung;

- H¢ théng thong tin cia UBND xa DPai Déng dén thoi diém hién tai
chua ghi nhan phét sinh sy c¢d nghiém trong gdy mat an toan thong tin, an



ninh mang; co ban phﬁm mém mot ctra hoat dong on dinh, phuc vu nguodi dan
va doanh nghiép.

- Can bg phu trach c6 trach nhiém cao trong cong viéc, thuong xuyén
tham gia tap huan vé an toan thong tn, an ninh mang.

2. Ton tai, han che.

- Poi khi, can bo duoc giao phu trach vé CNTT, an ninh mang con ling
tang trong xir 1y nhitng vin ban giao nhiém vu gip, dot xuat, thoi han gip cua
cap trén.

- K§ nang nhan dién, phat hién vé ma doc, tai khoan la, tai khoan co nguy
co tin cong hé thdng thong tin va k§ nang xtr 1y d6i vi mot b phan can b con
han ché, lung ting.

- Cong tac tham muru, trién khai vdn ban, nhiém vu vé khoa hoc cong
ngh¢, an toan thong tin, an ninh mang doi luc chua kip thoi, hiéu qua chua that
su dap Gmg yéu cau.

3. Nguyén nhan

3.1. Nguyén nhdan khdach quan

- Yéu cau thuc tién vé an toan thong tin, an ninh mang ngay cang cao;

- Hoat dong tan cong mang, thu doan ltra ddo trén khong gian mang ngay
cang tinh vi.

3.2. Nguyén nhdn chu quan

- X4 chua c6 can bo chuyén trach vé CNTT, vé an ninh mang.

- Ngudn kinh phi danh cho hoat dong khoa hoc cong nghé, doi méi séng
tao, chuyén doi sd, trong d6 c6 cong tac bao dam an toan thong tin, an ninh
mang con han ché, chwa thit sy dap ing nhu cau thuc té.

- Nhan thtrc, trinh do nang luc cua can b, cong churc, vién chuc vé an
toan thong tin, an ninh mang chua dong déu.

IV. PHUONG HUONG, NHIEM VU 6 THANG CUOI NAM 2026

- Tiép tuc quan tri€t, trién khai nghiém cac van ban chi dao cta Trung
uong, tinh, Tiéu ban An ninh mang tinh, Cong an tinh vé bao dam an toan, an
ninh mang.

- Tang cuong tu kiém tra, ra soat hé théng thong tin, tai khoan cong wvu,
thiét bi CNTT, dit liéu thudc pham vi quan 1y.

- Pay manh tuyén truyén, phd bién phap luat vé an ninh mang, phong
chdng t61 pham str dung cong nghé cao, bao vé dit liéu ca nhan.

- Phéi hgp Cong an xi nam chac tinh hinh trén khong gian mang, kip thoi
phat hién, xir 1y, bao co thong tin xau doc, tin gia, hanh vi lra dao truc tuyén.
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- T6 chuc huéng dan can bo, cong chic thuc hién cac nguyén tic bao mat
co ban: mat khau manh, xac thuc nhiéu 16p khi c6 diéu kién, khong dung thiét bi
Iuu trit khong ré nguén gdc, cap nhat phan mém, sao luu dir licu.

- P& xuit cap c6 thim quyén quan tdm dau tu ha tang CNTT, phan mém
ban quyén, giai phap bao mat, dao tao nhan lyc.

- Chu dong xay dung phuong an tng pho su ¢d mat an toan thong tin tai
UBND xa.

V. KIEN NGHI, PE XUAT

Pé nghi Cong an tinh Hung Yén:

- Tiép tuc chi dao, hudng dan cép x4 thuc hién cac nhiém vy vé an toan
thong tin va an ninh mang;

- Tiép tuc chi dao, huéng dan xa trién khai thuc hién cac phuonga sn dam
bao theo ho so vé an toan thong tin hé thong mang ndi bd (mang LAN), dap tmg
yéu cau.

- Tb chirc tap hudn, dién tap thuc chién dé nang cao k¥ ning vé an toan
thong tin, an ninh mang.

Trén day 1a bao cdo tinh hinh, két qua bao dam an ninh mang, an toan
thong tin cia UBND x4. UBND xi Dai Pong tran trong bao cao Cong an tinh
Hung Yén, Phong An ninh mang va phong, chdng tdi pham sir dung céng nghé
cao, Cong an tinh tong hop theo quy dinh./. »

Noi nhén: TM. UY BAN NHAN DAN
- I;Ifllu trén; 5 KT.CHU TICH

- Thuong truc Pang uy x3; mﬁQ’ r

- Cha tich, cac PCT UBND x4; ohL— ’\’o\HU TICH

- Cong thong tin dién tir xa;

N—
- Luu: VT.,, 1

.
Iran Van Thanh
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